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ny7iman 3 md .Microsoft nnan 7w Windows n2v9nn nd>ayna nimn yTn

XRION NIRZ'I00 150N YWNNhwn

QX W'l IPATIY DAYNN [1I'7'n 9- NPT IW7INN ,NR'YA D 0'RIN DAY DNPNN
[N 3 72X ,NIMpY NIROIA 5-7 NY7INN NX 7707 a1 . 1"7' 15-% nnayion n7xo

2123 N1I7N N7Y90N NN 7Y 0N 0'NN'Y 17020 NY7INN NI NIXIO)
Windows Security Center, Windows Defender ,Windows Automatic Update
X AUNNY? 7T i DO K7 1127 nR o'mn'w 710 \Windows Error Reporting qxi
NIYY NNXY XN 770 DRY NRIY NIDPNNYT INIR QUINE NI YAD7 2wNnn NX 191N

NNI7Wo hYw nwn A7wa niry

N'IYY X'D 70NN NYN NS0 NIXIIN N7AR7 NMINK N7T NNNIS ny72imn ,9101%

NIRAN DIRAINAN AN IR DNDXK Mynn I71|7'7

NNXY NIX Y'ON71 NIAONNY7 ARIN e
UNNYNN 701 2UNNn 7V '"WR YT 9I0K7 NRIIN @

.N7V91N 12 2AwNNn? NID01 NIITT NN NN AN IR MYnn TAN7 ANIN e



29 inn 6 Tiny

Ov.
www.gov.il
n"7'nn vE'NS — 'AT Ywnn

vinoa Conficker.2

vin 2.1

7v niyaoa nwnnwni ,2008 Nanana An7ann ny7mn 7w (A) DIWXRIN XONAN
NX'XIN Microsoft nnan Nalopixk 9102 .\Windows n7yon nd>ayvna Network Service
NNLAKX 'X70 2'PNA TINKY [N ,NRT NINNY . NNLVARD NN DX [7'Nw (Patch) 'x70
9PN NI D' MKW DY 0*awnn ,70%-> 7y Taiy n71ya yTnn

ny7m7 19010t L(B) ny7imn Yw nwTn Xona kXN Conficker mxrr 2009 NanxTa
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N'¥719 R¥'M WK ,'srvsve.dll' owa DLL oy wwpnn Service-n .(Windowsn nona
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NIRYIN DY N9ZNINN NN yiap Service 11x™71 MR y1n? rundll32.exe 7'7nn%

JNiNiaa

Autorun 'ixn 2.2.3

NTI M 7 9w Root-n NT'Ma 0¥ 2 X KN ,AWNNA XYY R'9)I7N TWUKRD
- XXXXXXX) XXXXXXX.inf on ¥ xinw o'xapn (Disk On Key nnait?) nnm xXinw
nax¥m ,901 1wWNN7? NMaINNn 2R ANIR TWKRD .OXIM Autorun yaipl ,('"RjpR DY
N'¥OIN X' IT AXoIx ,NXT DY 'Open folder to view files' 7w nrxoixn wnnwn?
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DN INXY NX VIV

Removable Disk (E:)

‘_-—} Thiz disk or device containg more than one bype of

What do you want Windows to do?

cantent,
wihat ¢ KINGSTON {M:) X|
pr———
B _ This disk or device contains more than one type of
j content.
e

PE using Windows Picture and Fax Viewer ZI

1\ Print the pictures
using Photo Printing YWizard

>
¥

View Your Photos
using Nera PhotoSnap Viewer Essentials

Copy pictures to a folder on my computer.
using PictureProject

J Open folder to view files

using Windows Explorer

& Take no action

&

-

-
v y!
-

L«

| 0K I Cancel
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D'O01l 01DV D'V 2.3

niowsnan '7an uxn 2.3.1

niooann 2.3.1.1
,%Sysdir% 7w n'p'm7 'RAPX DY NnYY DX NP'Myn Y72mn ,NNYXIm Npnn dNK?
7 xoM ITXa N - Ci/windows/system32 xnarT? .nd>ynn nYpt i

.M Windows

2'917'N DIZ'NA NIYNNYNY NY7INN 7¢ NIRONA NNz
ProgramFiles\Internet Explorer%
ProgramFiles\Movie Maker%
Y%temp%

C:\documents and settings\all users\application data

mpnn v 'RpR service qoin? nain 7y Registry key niwn ny7mn ,qom
NOPNINN

e HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\{random}
\Parameters \"ServiceDII" = "Path to worm"

e HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\{random}
\ "ImagePath" = %SystemRoot%\system32\svchost.exe -k netsvcs

N DX Y NIRAYT N ANy
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\{random}

.(windows n 7¥ X0111 "17M)
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nmunannn 2.3.1.2
7¢ ip D DM NX PITAY? O DNNXK 19017 1anNn? nom Ny7imn ,Xan 17wa
:NdNN
* http://www.getmyip.org
*http://getmyip.co.uk
*http://checkip.dyndns.org
*http://whatsmyipaddress.com

(NIUXIN XONA2) NAIMDNN YAl TN 2N NKY

http://trafficconverter.biz/4vir/antispyware/loada| REMOVED]

Nt nw .10000 Tv 1024n 'xpx 01192 VIaon awnna HTTP nw nnnis ny72imn

JW2Mn 9w pniy on

nmuiz nx'xn  2.3.1.3
NIXN7 N 7y nminn (445 01191) NWAN DX YIAR [DIXA 110 NY7INN DY DY
NNIX '2TNY7 NI NN XXM NMYnY yaia .(MS08-67 nx1o ' 7v) 0'wTn NNIp

270NN DR NHONYT |1'01 'R ;17D — NNIXR 7'2TN7 NoIN KIN ,Ny7ima
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790 2.3.1.4
'D'RAN NINIZNAT7 NNXY IR DR'NyN NY7INN ,0'RNN 201 NR'YN NRY
% * Sysdir%\[Random].dll
% *Program Files%\Internet Explorer\[Random].dll
% <Program Files%\Movie Maker\[Random].dll
% <Program Files%\Windows Media Player\[Random].dll
% <Program Files%\Windows NT\[Random].dll

:0'8aN Services N NX njroonl
*WerSvc (Microsoft Vista Windows Error Service)
*ERSvc (Microsoft XP Windows Error Service)
*BITS (Microsoft Background Intelligent Transfer Service — Updates )
swuauserv (Microsoft Windows Update )
*WinDefend (Microsoft AV )
*Wscsvc (Microsoft Windows Security Centre)
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nxnon 2.3.1.5

:DNIX D07 NOINI ,N'7'awa D'IdIoN NI D'™7>'w 07NN NYSNA NY7INn

swireshark (Network packet tool)

+ unlocker (Rootkit detection tool)

* tcpview (Network packet tool)

* sysclean (Trend Micro AV tool)

* scct_ (Splinter Cell)

* regmon (Sys internals registry monitoring tool)

sprocmon (Sys internals registry monitoring tool)

sprocexp (Sys internals registry monitoring tool)

*ms08-06 ( Privilege escalation HotFix)

'mrtstub (Microsoft Malicious Software Removal Tool)

*mrt. (Microsoft Malicious Software Removal Tool)

*Mbsa. (Microsoft Malicious Software Removal Tool)

*klwk (Kaspersky AV Tool)

kido (Less common name for W32/Conficker.worm or W32/downad.worm)
*kb958 (Blocks MS08-067, KB958644)

*kb890 (Microsoft Malicious Software Removal Tool)

*hotfix (Microsoft hot fixes )

sgmer (Rootkit detection tool)

filemon (Sys internals registry monitoring tool)

*downad (Common names for Conficker.worm or downad.worm)
sconfick (Common names for Conficker.worm or downad.worm)
savenger (Rootkit detection tool)

«autoruns (Hooking point detection tool)

NIRAN NITANNN DA 190NN NIYTN NIRONAA

* enigma * activescan
* kill » adware

* mitre. * av-sc

* ms-mvp * bd_rem

* precisesecurity * bdtools

» stinger * cfremo
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NINONA '97 VMO 2.3.2

Conficker A 2.3.2.1
21.11.08 1w 17'a RN
NXON MY
.Microsoft 7w Service 7w 67-MS08 'mnvax N T =
TV 1120

trafficconverter.biz MYYnNnannn =

20T pTVNAI hmio 5-1 otk Domain nmw 250 Y naye
:N'910N N71YON

DixB,Cxo7p1yn =

ConfickerB  2.3.2.2
29.12.08 :miwrd 17 RN

Y9N NIX
.Microsoft 7w Service 7w MS08-67 'nnvaX N T =
NP7 VNN NEnynl QIN'Y NIFZ'MY7 NIXNO'O WN17 noan =
DT AT T .

1TV (112N

0T [>TV NmMrro 8-1 otxpx Domain ninw 250 Y oyt =
.MS08-67 'mNLAX N T |PTV? NINK N?7TNNMS =
NMIANN DT
psDNS looku noin =
N7U9Nn Ndwn 7Y '0NIvIX |IDTY 70N =
N'910N N71YON

DixCxoM7pTyn =
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Conficker C\B++ 2.3.2.3

20.02.09 :miwrd 17 RN

NNTIZN NONAQ IND :NX9N NIX

DTV 1AM
27T PTYNNI Ninro 8-1 ovRZX Domain nnw 250 7w ey =
.MS08-67 'mNnLAX N NT PTYV? NNINK N?7TNNID =
NIV NAIMD NN TIMI ZNNN NVY7Y MY DY NMIYPN YNy NNID =

JTYY
NATIPN N0NAQ D :NMIIANN DT

D x0M7 pTyn o100 n71yon

Conficker D\C 2.3.2.4
04.03.09 :"wx M17'a RN
NNTIZN N0 IND :NXON NIIY
DTV |12
[PTynni nmro 116-1 n"xpx Domain ninw 50000 % Nyt =
T
MIYPN 71710091 NWIN DX 110 - Nrmye P2P nen 1 DTy =
NNPN7 1aynl LIPATIY NRRA KIXAY NI 7y Ny ny72mn 11y
.TCP 72110092 D121DTY R¥N KINY
NN DT
17 nid"wn niamd? DNS lookups noin - =
N7U9Nn Ndwn 7Y '0NIvIX |IDTY 70N =
Safe mode 7van =
ON'I-'VIX NIDIN 7w DD"7NN 7000 =

E X0M7 pTyn nro10n n71yon
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Conficker ElD 2.3.2.5
07.04.09 :uwx M17'a )X
NATIPN N0 D :NXON NIX
NNTIEN N0 D :|IDTY [11211
NATIPN N0NAQ D :NMIIANN DT
‘N'910N N71Y9N
(E7qona) D 7 nnix pTyn C X0 NN Q7NInN AWNN2 OX  *
.SpyProtect 2009 owa no'ITn ON'I 'VIX NN |'PNn =
ANIT 7W Nx¥9N XN IMunw — Waledac nwa XML 010 |'pnn .
ar
(3.05.09 5"Ta) wXxIN YA XN AWNANN INXY DX Y'on T

AYUNNN 7V NIRWI DTN X0NAN 72X
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nniv nint 2.3.3

Hooking 2.3.3.1
19N awnna (ndvn NIk 7w 1wl no'on) Hooks 1oon yxan Conficker
aoon nX Mwn ny72imn .NetpwPathCanonicalize n'xj197 Hook nyxan ny7imn
DIPNT NX'OP NYXIN X'N NYRA97 O'RIIPY YA1aw D ,NN7II9N 7Y DRIYKRY D'01N

N2 NX

LThin 7v m'wn DX NIKMY |' NXAN N1iNNa

5B86A259 8BFF MOV EDI,EDI SB86RA259 E9 ADBO28AS JMP OlAFS2FE

5BAAA25B 55 PUSH EBP

5B86A25C  BBEC MOV EBP,ESP

5E86A25E 53 PUEH EBX 5BH6R25E 53 PUSH EBX

5B86225F 885D 14 MOV EBX,DWORD PTR SS:[EBP+14] 5B86225F §B5D 14 MOV EBX,DWORD PTR SS:[EBP+14]
5B86R262 56 PUSH ESI 5B86R262 54 PUSH ESI

52862283 57 PUEH EDI 52862283 57 PUSH EDI

5B86R264 33FF XCR EDI,EDI 5BAGR264 33FF XOR EDI,EDI

5E86R268 3BDF CMP EBX,EDI 5B86R266 3BDF CHMP EBX,EDI

5BA6A268  0F83 8EDEOCO0 JNEZ WETAPIZZ.5BA780FC 5BA6A268 QF85 BEDE0000 JWE NETAPI3Z.5BETBOFC

N'D 7wun? .nnnx nirypae? oa Hooking vixxa%? nmiT niv'wa nunnwn ny7imn
v 079 y¥a7? nm % nnnx nxp'7ox? DNS  Caching-n X nwawn
NX NIXY? N1 NXaN N7a02 .00w D'oN'l 'l MNXR 7w Name Resolutions

.Hook |07y nyxan 2jpro1ipw niryj7aion

DLL Function

dnsapi.dll DnsQuery A

DnsQuery UTFS8
DnsQuery W

Query_Ma in

netapi32.dll NetpwPathCancnicalize
ntdll.dll NtQueryInformationProcess
wininet.dll InetnetGetConnectedState

ws2_32.dl1 sendto
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['0"2 7w nn'on DA nyx¥an nxya NetpwPathCanonicalize n'xj7197 Hooking vixa
NLY7Y TNX T¥N N'VaNY A ,MS08-67 'MNLAKRN NN 7W 71X Y¥27 DX INWN 7Y
AIYI AW MDNN DX 2'2TN7 102 X7 NINNR NRPDNRY XTH? D1 ,mpnn 7y n'mya
NNNY MWD 7¢ N2IMdN DWUNn Y7nni QYN 2Unnn ¥ nypan 1R nnan ny7imn

V7NN 7 N nwTN XONA TIINY TWONR

Domain Names Yw n'x! 2.3.4

nikoMal oI* 722 Domain 7w nimw 250-> Nyt ap'olipn 7w nIwRIN RONaN
nom ny72imn Domains 7w nx' Anx? .nmw 50000 nax' ny72imn nnNNRn
Denial of service-? nna? n71>' 178 D'MYY NNaNNAn .0ARTY DNn TINY
50000-n mnw 7 My n'van v "2ann% 101 ny7zimn nxrr C nonaa P, omavy

.DN"7X "annn? nom yvineon awnnni 500 71 o'7am niny

DX .NY7INN NX¥N) QY QUNN2 020 ORI 17N Domainsn niny 7w n'ann
7annn? nomi nimw 50 7 40 2 n1'mnn ny7imn ,n'xn X7 N7 nnannan |1'ol
NX N7'NNNI DY 24 narmnn ny2iman 17wl nirnannnn 7D ox .xan Domain-?
.01 |PTY 7 2TIN 197 0t 4 'Nnn R'eIE ,N7xN (IDT'YA DX .N7NNnn 1'70nn

Jyw 2-3 75 0'mv? nannn? nom nf o B 1 A nikonaa

N7 X7 JRNN 72X ,'NDIN )IRNIN 7Y 002NN NMun DY 7¢ DNNIIATRN

'D'N2N DINRNN TNRY? n'720 Hitp nwpa nyxan ny7imn X7 mignn awnnnn

e msn.com e Baidu.com
e Yyahoo.com e imageshack.us
e (google.com e rapidshare.com
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Structure of digital signatures in payloads
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ENCRYPTED
DATA
(variable) PADDING
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(384 bytes)
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(512 bytes) RC4 DECRYPTION KEY
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HASH OF
ENCRYPTED DATA
(64 bytes)
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Spywa

Protecting every.

Home Features Purchase Screenshots Company Support

Welcome to your safety!

The ideal security solution for businesses with anywhere from S to 100,000+
workstations, In addition to the full-feature set of the Home Edition, SP2009: Business
Edition indudes a3 Remote Administrator and a LAN update "mirror” to easily monitor and
update workstations. SP2009: Business Edition may be installed on servers as well as
workstations.

Easy-to-Use PC Protection
and threat remove tool,
>> View other screenshots

TOP Testimonials

) Basic definitions

0 Basic functions

Full Windows XP & \ista Support! Spyy

"Spyware Protect 2009
changed my life. Now I'm

are is computer software that is installed Saciwe (o Vist 4 wah

surreptitiously on a personal computer to intercept or
take parbal control over the user's interaction with the
computer, without the user’s informed consent.

RescueScan Technology - With high speed scan rescueing
yours PC from Viruses|

ogs,
- Garry Lyuis, London,
Ultimate Live Update - Each 2 hours anti-virus bases and G8.

modules are completely updated, Spyware Protect 2009
stands sentinel over your privacy and identity!

SP2009 finds out and removes more than 100000 Trojan
horses, Spyware, Viruses, Hackers, Adware, Keyloggers,

etc,;

SP2009 allows scan files quickly and access other features
of SP2009 directly from Windows Explorer;

Removes “active trojan” from a disk even if it is blocking
the file;

Removes trojan files are locked for writing (for example
DLLs being used);

Best backdoor and worm protection;

Supports compressed files scan;

Reports and Activity Log functionality;

Virus Removal Assistant can force clean the stubborn
trojans and spyware than the other removal tools cannot;
The Behavior Analysis Technology can find out the
unknown trojans

Adware or advertising-supported software is any
software package which automatically plays, displays,
or downloads advertisements to a computer after the
software is installed on it or while the application is
being used. Some types of adware are also spyware
and can be classified as privacy-invasive software.

orse, also known as a trojan, is malware that
app: to perform a desirable function but in fact
performs undisclosed malicious functions. Therefore, 3
computer worm or virus may be a Trojan horse. The
term is derived from the classical story of the Trojan
Horse.

“I would like to say thanks
to $P2009. It has been
very helpful and I don't
have to worry about
everything any more."

- Adelita G., New York,

"In lass than five minutes
my computer was clean.
No more viruses,
spywares, adwares,
trojans, keyloggers. I can
only recommend SP2009
to anyone that has a slow
computer, Thanks!"

- Nicholas, Salzburg,
Austri

"It was the first software |
bought, and I have never
felt sorry about spending
the money. I recommend

70" wnnwn D1 ,Microsoft 7w n1ann NN 7Y 0pwnn? aniT DDIMN punn
NOMMQ .AX¥INN DX WD Microsoft nian W nm'ona? aRNN ITY 2wn? NIz
NX9N X'N NP'vn INun YW Waledac nwa qoi on'l DA |'pnn 2'911 NINNKN

.No011 Bot nw17 yiaan awnnn NX 9Ixni '012'S YT NAMA L 72T INIT
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Spyware Protect 20

a / Protecting every second.s

' Adjust settings

@ Get updates

[
1

l_}: Activate now

h Help & support

Your PC is currently unprotected

[~ ) and may be exposed to spyware

SPYWARE PROTECT ﬁ

| adware, trojans and viruses

AD310¥Ud FUVMAIS |

100% Satisfaction
We guarantee that Spyw
mMOore secure or your maon
let us know within 30 day
That's risk-free protection

Why Choose Spyw
Proactive security for wha
most sophisticated securi
automatically and continuiyge

There are serious threats detected on your computer. Your privacy and
personal data may not be safe. Do you want to Clean and Protect your PC?

| Yes,removethreats | [ No, continue unprotected |

LdPinch V A Critical A variant of r th. r SSWOr }
Advanced Stealth Email & Critical Ady. e il Redi r R) & r
VMalum AWS & High Trolan: Al rogram witl en intent, Trojans are on

CNNIC Update U

Bances DMD

Spyware alert!

= Scan progre|

Your computer is infected by pyware - 34 sertous threats have been found adre
scanning your files and registay, 1S stronaly ded that you dsinfect vour
computar and activate Pealtime tecure protection against flture iIntrusions.

0, Logiace 10 38 yer 3on of Spywa e Praed 2009 sevuty MO Clean your compaier
ond preverd Do secuily el privecy atlacas. You wil be abés Lo dowideod deily
tapcdales aowd gel vel e pr steution ayon st b dsost atiscks vare Protect 2009 alert

|__Activate Spyware Frotect 200¢ J 1 tay uoprotectsd | TRATION A1 FRY

COMEULET 1S D8NG ATtackea Dy an internat
15 coud be 5 password-stesting attack,a
tenjan - dangper cr crdac

DLTANLS
Attack from: 234.205.204.83 port 14127
rt € q

€ windows secunty aert x
Windows reposte that conputer is inected. Antivrus software
halpe 13 protact your compater apanet viruses and other
cocuriby threste, Chck have For ths c2an you carvguber. Your
systerr mght be ot rich now,

foeN] ] 2008m

Maximum Support Guarantee !
Fast support will help you with any troubles and will answer your questions within
24h. We work 24/7 for You,

1

Spyware Protect

Online download Lifetime UsD 49.95

W Yes, I have read and agreed to the following Terms and Conditions

NOTE: Download and install full version after purchase.

[___ ™)
]

CONTINUE TO SECURE ORDER PAGE l

We accept Visa and MasterCard credit or debit cards. Your order will be entered using a secure server
witch SSL certificate and data encryption.
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