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& 230 dead as storm batters Europe. Mi=] E3
J Fil=  Edit View Tools Message Help | ;?
™. P ¥
8 & .8 ‘= X )
Reply Reply all  Forward Prinkt Delete Preswious
From:  fe JRT=TE
Dakte: ﬁ b me o m " H 1 F * J File Edit \“iew Tools Message Help |l';.
To: [T " 11 ﬁ‘) y = :

: 8 | = X | ©@ O | w
SUh]EEt: 230 dead as starm batters Europe. Reply Reply Al Farward Pr-i.n't Delete Previous Mext Addresses
Attach: EFUII Clip. exe (29.4 KB From:  Internet Dating

Date: Sunday, August 19, 2007 733 AM
To: B e

Subject: Member Details

Dear Member,

We are so happy you jomned Internet Dating.
Account Mumber: 49315447543697

Teour Temp. Login I user=730

Temorary Password: wri34

Be Secure. Change your Logn I and Password.

Follow this ink, or paste it m your browser: http 68, 129/
Thanlk You,
HWew Wember Services
Tnternet Diating =
& You've received a postcard from a Class-mate! . — |D|3 LI
J File Edit View Tools Message Help I & A
From: postcards.com
Date: Saturday, July 07, 2007 12:58 AM
To: Wictim
Subject: You've received a postcard from a Class-mate!
= |

Hi. Class-mate has sent you a postcard.
See your card as often as you wish during the next 15 days.

SEEING YOUR CARD

If your email software creates links to "Web pages, click on your
card's direct www address below while you are connected to the Internet:

http /RGN DcaSaddeac304814655dc21c837 1

Or copy and paste it into your browser's "Location" box (where Internet
addresses go).
PRIVACY

postcards.com honors your privacy. Our home page and Card Pick Up have links to our
Privacy Policy.

TERMS OF USE

By accessing your card you agree we have no liability.

If you don't know the person sending the card or don't wish to see the card,
please disregard this Announcement.

WWe hope you enjoy your awesome card.
WWishing vwou the best,

WWebmaster,
postcards.com
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T A7'Ya ,ARINY o'Mni 0'7'wo 01172 7w 701an X7 190n nngn 7y 1y olon

A7 m'pn oion X'on ,nun Nx¥xnIn nnam .Google Blogspot nai7an nn'w

.071y2 XWN 75 7y XVANNT7 ANNIBVYO D7IYN ANN] D'WAT7 7907 NN '001'ND
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Next 8log>

women's
writes
movement

CONTRIBUTORS

THURSDAY, DECEMBER 29, 2007

New Hope and New Beginnings...

Opportunties for the new year

bt ffnnwyaaseards 2008 com/

THURSDAY, DECEXBER 06, 2007

Check Yourself

The latest news froen back home is that & former corworker of mine, 3
32-year old womaon, was just dragnosed with breast cancer,

By now, we've all heard that breast cancer strikes earlier and earlier but,
for me at laast,  was an urban legend; the tff of made-for-TV mowvias
and &ane Claice artides. This i< the first time it's ever hit close to home.

Chetx yourself, girls.

NDN 'PNN71 TIINY Wpannl ONKRY 119 XN YN Y i wnn dwuRo

nYyNY? XN T NN "R Nt anknw nan v (ActiveX Ti79) nIRd7? nnmn

270 YW NPT IWXRIN 2A7UN KNI NIITT NN
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EHE  d#mEE BEEF0W R TAROD  #EiH o)

|
CREE - - - Q[0 4| QER mvEx PRt BB S e

MDY [&) hetp:jy7e. 112, I ~| pEE >
=]

FunnyPostCa:;_I g

Your download will start in 5 seconds.
If yvour download does not start, click here

22000-2008 FunnyPostCard com - All rights reserved.

[~
l_ l_ l_ 4@ Internet 4

|:Ei| htep: 76,112, I postcard. exe

¥I™Mozilla Firefox ;IEIEI

Fichier  Edition  Affichage  Historigue  Margue-pages  Outils 2

@ - - @ ﬁ L] htkpeffea a8 | x| B |[Clr|conge ek,

If you do not see the Secure Login Window please mstall our Secure Login Applet.

= _
Cloliolololc i

| Terminé | | |_ i
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From Computer Desktop BEncyclopedia
E 2005 The Computer Language Co. Inc.

DINS resobser
in client

| want
www.abc.com

@

IP for
abc.com?

=

Here is the
authority for
abhc.com.

S

IP for
www.abc.com?

Root Server
for COM
Domains

Authority .
for IPis
abc.com 192.23.64.01

Get me
192.23.64.01

DNS resobver

ISP's Servers

Y

IFIP not in

ISP"s local DNS
cache, send DNS
request to

root server.

\

/

Send DNS
request to
authoritative
senver.

_i

Send IP
address
to client.

%

If Web page not in
a local Web cache
maintained by the
ISP, get page
from Internet.

in client

S
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D20 0PN ,NRT OY .N'9'¥90 IP namd? nion Wanr 7w ow ,n7ai7nn no'snn ' 7y
nin v Ny IP niams% naimn nirn% 1wy ONK DWY D (12200 DX D70 DNNN
-Y MY 7¢ NN wnnwn? 7907 IX ,NNM' 7907 ,0'NNYW 190N |2 D'ONIY |TRY?

JWM N R ang”

nipnnnnY? Fast-Flux no'wa T7ay? nn %y Storm 'nnon 1781 Ath [NV DX
¥ 17T ANKT7 NIONY NWEN Y 2770 1Y DY IN0RIR IRIT 7my W n7an
JIMYoR (097X 17'9K1 NIkn) NN an nnx [P namd>? niomi Storm worm
NIN DY 722w N1NYT 120 ,NIPT WITY 70 211 AW IYRYT 010! QI INIK DX ,nYyn?
INRN DR 70NN AUNnNn DR'YN 7Y TINND NYENn DT 02T .NwNa ONK Awnn? naore
D'AYNN JINN TR 7¢ NAIMD XN QPN M9m n'2x IP-0 namd .nnawvnl I
aN7 DN 178 DawNn "DXN N'D0" 127 RIEN 12 (DDNnn) Proxy-> o'wnwnin 0N
DA ;)2 .Botnet-nn #7n Dnxya ot 'wIYI AT TR V7NWN DNY7Y DUYR D'AVUNN
ITTN ONRN 7R NWA7 N AW TV LIMAYE 1IN Awnnn 00 17'9X IR TN DX

.DNNN DDINANN TNXR 72 MNT

,AYyn? .0'a1 DNS mw o'p'thni D2 onNn DMy o'nwn ,Storm-n- *7'von
7> ,Fast-Flux nwn 1-%y bnyya nqam nirn? otiwy DNS-n 'mw 0aY ppna
YaIn NaIyw nra .o'yio |*Ty 0NNKR ,NAYINE 09N1 DNNNN NINYN TNX TWUXD DAY
TrustedSource "NX2 .0102 72TI* DAY DAYNN L,INNAYA TV DNNAN DY N7V9N

JIYN2 NINNKY WIN'Y NWYl DN DNNN NINY INK Apyn NIKA? [N

Compromised

PCs

ns.supersameas.com

Stornm BOTNET
27171.51.1764. 123

ANSWER:-
2171.51.764. 723

QUERY:
WY, SUPErSarmeas. covr (3)2771.57.764. 123


http://www.trustedsource.org/TS?do=threats&subdo=storm_tracker
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97nma awnna niooann 1.2.3.3
NIV N'7'NA 'RIPNR DY DY N0 YalR XN AT TIign DY NK7 U2 Q0IpnY nRY

NNAIT ,mKd) wincom32.ini -1peers.ini :0'®01 0'¥a W X 010N LTIEN YN
.(D"NX nmw nirn? 070,127

.010n 7w P2P-n nwna 0'01isn Mooni NINIRY 7w N1oXin nn'wa 7'on n'vapn TR
DY yalpm Tip yop |77

[counter]
Counter=0

[peers]
003964D3640550573F800125725481EF=5326859A123900
004982069E5DB75721B54CFF33A26170=5955FC93123900
00A1836AE91D076BC265F9735204714F=451AAE831EBF00

OloN .pIMN M TV Yalzn ntn 27w (Black list) nninw nim'wn 70 awn yairn

M NIKYY [N AT A% .P2P-n nwa%? 1annn? nomi Nmdn nn'wl DX 1o

.0 UDP
Topic/ ltem Count  Rate Percent
B Por Type 77115 0.069655
UDP FEARE1 0050186 T2.05%
TCP 21584 0019459 27.95%
— 2000
Red © WP Traffie
Blue: SHTP Traffic L
A |
/) \ Il 1000
I] { .u \ (1
| |I 'Al !.' | { ' | || i
.“' ' 'y"" { \ i“ {
A Y Wa /L (LA i
\ ‘f 'lf J | IH f
: 1 ! "| / |I |I '|‘ " ;' | {
) J '\/"‘ ' i
| Rt '
| -
.-‘/\l -
o —— 0

LU B BLEL B0 020 B L BL AL AL 20 0 0 NL R0 BN UL RLEL UL AL B0 0 LA EL EL L AL BN L AL N RN ELEL BE AL BLELEL AL ELELELEL BN SLALELEL AL L L S BLEL AL AL A AL B R

100s 200s 3008 400s 500s 600s 700s 800s
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¥ 21, (1N7Y NNAIT wincom32.SyS) XY 010N YAl X1 N7Y9Nn Ndyn N'jp'na

: XN yalr? monn ,Registry-a key

[HKLM\System\ControlSet001l\Services\wincom32]

@ = "$WinSysDir%\wincom32.sys"

0107 TWONN DT |"9NXN ,0MATN XY |2 .Rootkit 7w nnpn v napnimn 0ana?
olon (WX (Processes) n*nnn NX XaNn7 |21 ,xnv Registry Key-n nx 1'mon?

Yn

NIDIN MNX7 N0 010N L,MN'T K77 Qpnimn awnnn 2y N2ITT Ni7'wo y¥a? nin 7y
7M1 XD DX .aAwnna 0N (Processes) n''Y7nnn Nn'wa N1 NIYYNNKA NN
anti, avg, nod32, :j1a> 0N'I-'VIX NN 7V T'YNN NIMIX 7Y ¥ 0'7DNY 07NN

'70Nn DX N XN DNx 01 meafee, firewall
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niTizo n7aj7 2.2.3.3
VI¥Q NITIRS N7 7w 7nna Y'wnn? 7100 o100 LYIa QN Aawnnny NRY
179 P2P-n nwn 0T Storm-n 7270 0RTYN NITIR9N DX .DIIDTY N72171 NI9pENn
TV TIN7 N1 [ URL niaumnd ,moxin n1ixa ,N7apn X' IT Y1 0\ avnnnn

.N7 0'¥ININ DA

gameO.exe, NmMwn NX 0O'RYNDN D'¥A72 770 NTA ,0'R¥NY 17X DD
17wun T'poON 21 707 CwWND ,gamel.exe.... gameb5.exe

.0'¥ap nTinl Backdoor nn'ms — game0.exe e

A"NITnnYw — SMTP relay - gamel.exe e

SJ2UNIT nIumd namay o - game2.exe e

JUNITA nY7Imn nxon? "D - game3.exe o

.DDos niopnn yvix27 ' - gamed.exe e

.N0M |DTY — gameb.exe e



257mn 17 Tiny
[

oV
www.gov.il

n"2'nn vP'NS — 'AT YYnNn

?P2P nn% 4.3

T 2y n'wya Botnet ninwna (Command & Control — C&C) nu™7wn 'mion [91Xa
HTTP 1x IRC b Client/Server 71710n Niy¥xnxa 0'0IA7 NIXIIN NNRY TN MY

:(Jamd , NN P'TNN N1'NaN) DUNIYNYN NIINON Y W' 0T A10N D'21710N97

[N 27 .y Wwpn? Dre nn-% nwn a7 ymn p'tnn% atn v avnn 7 L1

WD 7R YR DITRoN Nzn ONK NIPnnnY n'on' nizpa

.0WIAIN D'AUNNN 72V N0Y7Y TaRN 0'7WN 12 DWAID IX DY NIX D'7NIN DX 2

2V nooian nu'7win na Botnet nwa Storm fanp Ny L1770 Nivan nX Moy m
nrwn D XX ,Server Ik Client '® ,nyn Dno1mmn 0710097 121 .P2P nen
,Publish/Subscribe no'wa win'w nwiy "ux ,P2P nwn x'n Storm Botnet-n .nnw
70' nnix 721 o'mnxn WRw 75% (Publish) yTn po1o% 710 nwna nnix D nav
P2P-n 7171019 .0'0N%Nn DINX D'MNYY YT ‘019 w7 (Subscribe) nwan?
Q'Y Nw1? v wn'ww ,Overnet nwa 71pions xin Storm Worm-n ooann 117y
N'N WUNNWN UKD ,0'¥IP QIN'Y NWN ANIKA .nNa0aw 197 eDonkey2000 o'yapn
7w (HASH nxj7219) MD4 11y nawnn NN UNNWN N2 NDINN YAl KIXN? [11yn
Hash-n7 o'xnnn yaig v 'mY") nn7'kwd awinnn )vn DX N7IYI ,WU9'NY yalpn

Y2IPN Y i yaaxn 7apn o nawnd (7?70t

MR NZA N0YY WYY DNIR 1D9NILIT NU'WN DX NP7 Storm worm 'NNon
ow 7w Hash n'n X7 nn''8wd n7wiw i LInw7d yalp wonn olonn TNKR TWUKRD
IX) 31-7 0 |2 'K 190101 'NOIN JIRNN 700y T Y Xnw YRR Yalpn
UNIN VTI'Y ,NYIN 77won (NIMWOKR VoL NITNNA 32 'an TNX NIN'YION NIXONAQ
publish yixa -2y nwla nixAM "2Mw?" 200,010 D2 nwIn'y 0DIYN NNV NN

NTINT 0T o'xap nizonn URL niamd? hash-n 'y Nk nonnin
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NX DON9DY ') VIPNY NYa¥Nn NNZ'XUN NAIWN ,NI'VITIV0 D'¥AP §IN'Y NINYIA

yavnn URL nwyn? X0 naiwnn Storm worm-2 ,NXT nniy? .(INIX 2'TNN1 Yan

& TIX YX'AY DN NXR NIZNNNYT N1 X7 ) 1077 INRY
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http://vil.nai.com/vil/Content/v_142621.htm

http://www.threatexpert.com/threats/email-worm-zhelatin.html

http://politech.wordpress.com/2007/09/03/zhelatin-worm-botnet

http://www.viruslist.com/en/viruses/encyclopedia?virusid=150767

http://www.f-secure.com/v-descs/email-worm w32 zhelatin_cg.shtml
http://www.threatexpert.com/report.aspx?md5=db45bb16af23e14380e5fb3f3cb3d2dd

http://www.threatexpert.com/reports.aspx?page=10&find=Email-Worm.Zhelatin

http://en.wikipedia.org/wiki/Storm Worm

http://en.wikipedia.org/wiki/Storm botnet
http://webcourse.cs.technion.ac.il/236350/Spring2009/ho/W CFiles/StormWorm.pdf

http://www.threatexpert.com/threats/email-worm-zhelatin.html

www.iss.net/threats/W32.Worm.Nuwar.Gen.html

http://www.trustedsource.org/T S?do=threats&subdo=Storm _tracker

http://honeyblog.org/junkyard/paper/Storm-leet08.pdf

http://securitylabs.websense.com/content/Assets/Storm _Worm_Botnet Analysis

http://www.f-seure.com/v-descs/small dam.shtml

http://ezine.rusbiz.com/article/Are_You_ Protected from_ Storm Worm.html|

http://ads.computer.org/portal/

http://www.icsiberkeley.edu/pubs/networking/2008-ccs-spamalytics.pdf

http://www.cyber-ta.org/pubs/StormWorm/SRITechnical-Report-10-01-Storm-Analysis.pdf

http://securitylabs.websense.com/content/Blogs/2822.aspx

http://www.wizcrafts.net/blogs/2007/08/email threat trojandownloader Storm worm its.html

http://isc.sans.org/top10.html

http://securitylabs.websense.com/content/Blogs/2822.aspx#appendix

http://voices.washingtonpost.com/securityfix/2007/10/the_Storm_worm_maelstrom_or_te.html
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http://politech.wordpress.com/2007/09/03/zhelatin-worm-botnet-spread-to-10-million-pcs-now-via-automated-blog-postings
http://www.viruslist.com/en/viruses/encyclopedia?virusid=150767
http://www.f-secure.com/v-descs/email-worm_w32_zhelatin_cq.shtml
http://www.threatexpert.com/report.aspx?md5=db45bb16af23e14380e5fb3f3cb3d2dd
http://www.threatexpert.com/reports.aspx?page=10&find=Email-Worm.Zhelatin
http://en.wikipedia.org/wiki/Storm_Worm
http://en.wikipedia.org/wiki/Storm_botnet
http://webcourse.cs.technion.ac.il/236350/Spring2009/ho/WCFiles/StormWorm.pdf
http://www.threatexpert.com/threats/email-worm-zhelatin.html
http://www.iss.net/threats/W32.Worm.Nuwar.Gen.html
http://www.trustedsource.org/TS?do=threats&subdo=storm_tracker
http://honeyblog.org/junkyard/paper/storm-leet08.pdf
http://securitylabs.websense.com/content/Assets/Storm_Worm_Botnet_Analysis_-_June_2008.pdf
http://www.f-seure.com/v-descs/small_dam.shtml
http://ezine.rusbiz.com/article/Are_You_Protected_from_Storm_Worm.html
http://ads.computer.org/portal/cms_docs_computer/computer/homepage/0208/Tech_News.pdf
http://www.icsiberkeley.edu/pubs/networking/2008-ccs-spamalytics.pdf
http://www.cyber-ta.org/pubs/StormWorm/SRITechnical-Report-10-01-Storm-Analysis.pdf
http://securitylabs.websense.com/content/Blogs/2822.aspx
http://www.wizcrafts.net/blogs/2007/08/email_threat_trojandownloader_storm_worm_its.html
http://isc.sans.org/top10.html
http://securitylabs.websense.com/content/Blogs/2822.aspx#appendix
http://voices.washingtonpost.com/securityfix/2007/10/the_storm_worm_maelstrom_or_te.html
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Email-
Worm.Win32.Zhelatin.m
y [Kaspersky Lab]
Mal/DorfSys-A [Sophos]
Trojan.Packed.13
[Symantec]

Email-
Worm.Win32.Zhelatin.kv
[Kaspersky Lab]
TrojanDownloader:Win3
2/Tibs [Microsoft]
WORM_NUWAR.EN
[Trend Micro]
WORM_ZHELATILAIR
[Trend Micro]

Win-
Trojan/Rootkit.54016
[AhnLab]
Downloader-BAl.gen.d
[McAfee]

Email-
Worm.Win32.Zhelatin.ab
[Kaspersky Lab]

Email-
Worm.Win32.Zhelatin.nc
[Kaspersky Lab]
TROJ_MULP.I [Trend
Micro]
W32.Mixor.Q@mm
[Symantec]

Email-
Worm.Win32.Zhelatin.it
[Kaspersky Lab]
Possible_Nucrp-6 [Trend
Micro]

Trojan Horse [Symantec]
Backdoor:WinNT/Nuwar.
Clsys [Microsoft]
Mal/Generic-A [Sophos]
Win-
Trojan/Zhelatin.7968
[AhnLab]

Email-
Worm.Win32.Zhelatin.pd
[Kaspersky Lab]
Trojan.Mespam
[Symantec]
WORM_NUCRYPT.GEN
[Trend Micro]
Downloader-ASH.gen.b
[McAfee]

Email-
Worm.Win32.Zhelatin.afj
[Kaspersky Lab]
Trojan.Peacomm
[Symantec]

Rootkit. QQHelp.Gen.6
[PC Tools]

Email-
Worm.Win32.Zhelatin.d
[Kaspersky Lab]
BKDR_AGENT.AVJZ
[Trend Micro]
W32/Nuwar@MvM
[McAfee]
Backdoor:WinNT/Nuwar.
Alsys [Microsoft]

Win-
Trojan/Rootkit.15328
[AhnLab]
TROJ_TIBS.AP [Trend
Micro]

Email-
Worm.Win32.Zhelatin.a
[Ikarus]
WORM_NUCRP.GEN
[Trend Micro]
Tibs-Packed [McAfee]
RTKT_NUWAR.UY
[Trend Micro]

Email-
Worm.Zhelatin!sd5 [PC
Tools]
Downloader-BAl.sys
[McAfee]
Packed.Win32.Tibs.ab
[Kaspersky Lab]

Email-
Worm.Win32.Zhelatin.vd
[Kaspersky Lab]

Email-
Worm.Win32.Zhelatin.ga
[Kaspersky Lab]
Trojan.Win32.KillProc.s
[Kaspersky Lab]
WORM_ZHELATIN.EG
[Trend Micro]
Troj/Dorf-M [Sophos]
Trojan.Peacomm.B
[Symantec]
TROJ_SMALL.EDW
[Trend Micro]
TROJ_TIBS.ART [Trend
Micro]

Storm worm a Yy ninw nnwa 1.5

Packed.Win32.Tibs.ap
[Kaspersky Lab]
Generic.dx [McAfee]
TROJ_AGENT.ZLH
[Trend Micro]
Bloodhound.Unknown
[Symantec]
TROJ_PEACOMM.BM
[Trend Micro]
W32/Nuwar.sys
[McAfee]
TROJ_PEACOMM.BQ
[Trend Micro]
Hacktool.Rootkit
[Symantec]

NTRootKit-J [McAfee]
RTKT_AGENT.EBK
[Trend Micro]
Trojan.Peacomm.D
[Symantec]
Hacktool.Rootkit!sd6 [PC
Tools]

Troj/Tibs-TX [Sophos]
Email-
Worm.Win32.Zhelatin.vl
[Kaspersky Lab]

Email-
Worm.Win32.Zhelatin.sd
[Kaspersky Lab]
VirTool:WIinNT/Tibs.gen!
A [Microsoft]
TrojanDownloader:Win3
2/Vxidl [Microsoft]
Troj/Tibs-TJ [Sophos]
Packed.Win32.Tibs
[Ikarus]

Downloader-
BAl.sys.gen.a [McAfee]
Backdoor:WinNT/Nuwar.
Blsys [Microsoft]

Email-
Worm.Win32.Zhelatin.vl
[Ikarus]

Troj/Dorf-Fam [Sophos]
Win-Trojan/Tibs.7712
[AhnLab]
Backdoor.WinNT.Nuwar.
E [Ikarus]

Troj/Dorf-AP [Sophos]
Win-
Trojan/Zhelatin.129792
[AhnLab]



Possible_Nucrp-4 [Trend
Micro]

Possible_Nucrp-5 [Trend
Micro]

TROJ_TIBS.AB [Trend
Micro]
Trojan:Win32/Tibs.GH
[Microsoft]

Trojan-
Downloader.Win32.Tibs.
aam [Kaspersky Lab]
Trojan-Dropper.Agent
[Ikarus]
W32/Zhelatin.gen
[McAfee]

Win-
Trojan/Rootkit.46208
[AhnLab]
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W32/Dref-AB [Sophos]
Win32/Zhelatin.worm.37
747.G [AhnLab]
Cryp_Xed-3 [Trend
Micro]

Downloader [Symantec]
Email-
Worm.Win32.Zhelatin.he
[Kaspersky Lab]

Email-
Worm.Win32.Zhelatin.ki
[Kaspersky Lab]

Email-
Worm.Win32.Zhelatin.nd
[Kaspersky Lab]
Mal/Dorf-E, Mal/TibsPk-
D, Mal/Dorf-D,
Mal/TibsPak [Sophos]
Packed.Win32.Tibs.bl
[Kaspersky Lab]

Email-
Worm.Win32.Zhelatin.al
[Ikarus]

Email-
Worm.Win32.Zhelatin.al
[Kaspersky Lab]
Mal/Cimuz-D [Sophos]
Spam-Mespam [McAfee]
Trojan:Win32/Mespam
[Microsoft]

Trojan-
Dropper.Win32.Agent.bb
v [Kaspersky Lab]
Email-
Worm.Win32.Zhelatin.hc
[Kaspersky Lab]
Trojan:Win32/Nuwar
[Microsoft]
Trojan:Win32/Tibs.CG
[Microsoft]



