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24 expressherbals j

10 1 penis enlarngement supplement worldwidc
‘ .

Gain An Amazing 1 to 3 full
Home | Fag | Testimoniats | Order | € ctUs | Privacy Policy

Inches!
“VPXL Hus Worked For THOUSANDS of Clients.” - Drd.B. Dowd

"1 Never lose hope to recover! - Central European (IS0)

B|[=1%

{ Fle Edt Wew Tools Message Help

b

-

4|
] bos From: Marl Barniart
Date: Tuesday, 26 February 2008 7:56 a.m.
To:

Subject:  Never lose hope to recover!

Many thngs can spoil the joy of your life.

Some of them are in particular vadespread, such as:
* Pen*ls Growth medication

* erectyle and other s'e_xual dysfunctions

* obesity

* depressive disorders

* sleep disorders

* allergy

If you suffer from any of the above mentioned diseases,
you are welcome to check our site.

We offer high-quality, U.S. licensed medicines

at substantially reduced prices!

Clear off vowr sickness today!

3
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2 Facebook Password Reset Confirmation. Help ..

.EEX

File Edit View Tools Message Help #
LA “2

g8 & w8 <= X © -

Reply Reply Al Forward Print Delete Previous
From: Facebook Privacy Policy
Date: Monday, Movember 02, 2009 2:13 PM
To: R T — s ——

Subject: Facebook Password Reset Confirmation. Help Centre.
Attach: lg Facebook_Password_abS25.zip (23.0 KB)

Hey bpb ,

Because of the measures taken to prowde safety to our
clients, your password has been changed.
You can find your new password in attached document.

Thanks,
Facebook Secunty Systems.

#: Replicated designer liems are offered at speclal prices - KMall

File Edit Yiew Message Selings Help
DLETE DED] &m a ‘H *

Replicated designer items are offered at special pric

Fren Cathryn M, Bermudez
Ta “Tremoved]” <[removed]=

the best user-generated videos posted during 2006 in

~rZTST

<M pouberdeiu, coms
Hedla, Friends!

Giwing and getting gifts is an absolute requisite af the holiday shyle |
Giving is more impaortant than getting, 5o gratify your folks by buying
repicas of fashionable designer accessories for them!

Hurry up! The supply of these awesome goods is decreasing! <hitp:pioshervein.com/=

Just to give you an idea of our products, please see the prices bebow;

-
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icf.exe, :0'8an NINWNN TR D7AN 2N X171 Ozdok o1on 7w nxInn yaip
010N N¥NN INX7 .guyymgvl.exe -1 icf32.exe, cacglivin.exe, mm32nov.exe

.0Y2 DX MY R'ANN

%System%\svchost.exe:exe.exe

%Windir%\system32:svchost.exe

DX1) Jwnna V19 N L(ADS) Alternate Data Stream nu'wa n'kanm D¥apn

.(3.3.39wo

: Registry >y q'oin o1on 3 nd

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SharedAccess\
Parameters\FirewallPolicy\DomainProfile\AuthorizedApplications\List\"%System
%)\svchost.exe" = "%System%\svchost.exe:*:Enabled:svchost"

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SharedAccess\
Parameters\FirewallPolicy\StandardProfile\AuthorizedApplications\List\"%System
%)\svchost.exe" = "%System%\svchost.exe:*:Enabled:svchost"

MIYPNNY 2 N72V9NN NDIYN 7W UXRN NN 7 DNTANN DX 11w KN AT 'Y Ty

.12 DONN X7 2ITTA TIizn 7w

17w 21TTD TIzn Awnn 7w 0y 00w XTI nan 7y icf owa Service q'oin Xin pn NKY

ynr

2v nroni nYap ow? wxan oMTam o'nw oy 80 01192 NMIYEN XIF 010N ,9101Y
DI'N7 121 .'UITIVO N7 [9¥IN 71ZIVNOA KX HTTP 71710ND2 N X7 YyTMn .01ma

.M nvYY MY 45-5 DI
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N7'12 7'M n71vw XN L,C&C-n "Mwn TNR DY TYWPNNT NY9¥N YN AUNNnY YAl
YNy 7'm ¥ AN TAIM 010N ,NN7¥N NI 7'M DR .NYN INIK 25 0o T
YN X' DA NAYINN ,D0RYN1 7¥ NN'wA? 227 INIT NITY? 'Nnnt X'y NLAINAN

.nywa n'7'' 15,000-> n71iv viax awnn '

Ozdok 9w naann 21aan 2.3.3

DN D7 NNXK DY NN 7V 1DN0 X7 NYAN 212 ,wnnd WWINNY ,McColo nwn 7w n'79nn 1NKY
NIAYTN 1901 DY MIYPN [11211 INN'S1 NIRIY NINYIA DN7Y N2l n0'Y7Y MY DX NT'9
hith]

DY MIYPN DX ;Mj721 07w MW 7w Hard Coded nn'wn NX¥NI TN Tipn J1Ma .1
.X2N NYWY7 0Ma on N7w1 Dnn TN

MpPal NVY7Y MW7 D1aNY 0'70'w 0 TIVY DNS 'MW NNyl 02 NRYM Tipn ima .2
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12'W IR [IDTY 2TTANT INY2%' 010N 12,0100 7W 12NN 1122000 72 7Y "1annt Infyy
JDNX N2ITT 121N 0T Ozdok 7w
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010N 7¥ M2l N MY NIronmvo DNS nivza nikd? (N1 AXan namna

Tl eNe_F0B0B11756D9483E0207714857641 E38. peap - Wireshark:

File Edit Yiew Go Capture @nalvze  Statistics Help
o e EEXPE QAe»TL /BB QAQAAH EXEH % H
Filer: |udp.dstport == 53 && licmp ¥ Expression... Clear Apply
Ma. - Source Destination Pratocal Infi
E:.' .6 T:uul:u |1 ;A .
.225896 .6.1. y standard guery A yopilazankaza.net
83 166.210605 10.6.1.63 128.107. 241.185 DS Standard guery A yopilazankaza.net
84 167.220051 10.8.1.63 212 19.48.14 DS Standard query A yopilazankaza.net
85 168.211455 10.6.1.63 DNS standard guery A yopilazankaza.net
86 214.246361 10.6.1.63 Custo . DS Standard query A zavaretalies.com
B8 215.235713 10.5.1.63 204.11?.214.10 DS Standard query A zavaretalies.com
BO 216.237507 10.6.1.63 NS 128,107, 241,185 DNS standard guery A zavaretalies.com
50 217.230781 10.6.1.63 i 212.15.48.14 DS Standard query A zavaretalies.com
91 218.229749 10.6.1.63 4.2.2.3 DS Standard query A zavaretalies.com
04 222.263037 10.6.1.63 10.6.1.125 DNS standard guery A zavaretalies.com
06 223.241644 10.6.1.63 204.117.214.10 DS standard guery A zavaretalies.com
97 224.245514 10.6.1.63 128.107.241.185 DS Standard query A zavaretalies.com
08 225.248667 10.6.1.63 212.159.48.14 DNS standard guery A zavaretalies.com
05 226.263115 10.6.1.63 4.2.2.3 DS standard guery A zavaretalies.com
100 234.257526 10.6.1.63 10.6.1.125 DS Standard query A zavaretalies.com
102 235.273444 10.6.1.63 204,117.214.10 DNS standard guery A zavaretalies.com
103 236.268196 10.6.1.63 128.107.241.185 DS standard guery A zavaretalies.com
104 237.261398 10.6.1.63 212.15.48.14 DS Standard query A zavaretalies.com
105 238.274176 10.6.1.63 4.2.2.3 DNS standard guery A zavaretalies.com
108 284.264374 10.6.1.63 10.6.1.125 DS standard guery A zavaretalies.com
110 285.266263 10.6.1.63 204.117.214.10 DS Standard query A zavaretalies.com
111 286.274104 10.6.1.63 128,107, 241,185 DNS standard guery A zavaretalies.com
112 287.273127 10.6.1.63 212.15.48.14 DS standard guery A zavaretalies.com
113 288.273151 10.6.1.63 4.2.2.3 DS Standard query A zavaretalies.com
116 292.301550 10.6.1.63 10.6.1.125 DNS standard query A zavaretalies.com
118 293.294556 10.6.1.63 204.117.214.10 DS standard guery A zavaretalies.com
115 294.292814 10.6.1.63 128.107.241.185 DS Standard query A zavaretalies.com
120 295.298726 10.6.1.63 212.159.48.14 DNS standard query A zavaretalies.com
121 296.303593 10.6.1.63 4.2.2.3 DS standard guery A zavaretalies.com
122 304.328188 10.6.1.63 10.6.1.125 DS Standard query A zavaretalies.com
124 305.304773 10.6.1.63 204,117, 214,10 DNS standard query A zavaretalies.com
125 206.306290 10.6.1.63 128.107.241.185 DS standard guery A zavaretalies.com
126 307.3038L7 10.6.1.63 212.15.48.14 DS Standard query A zavaretalies.com
127 308.3038%% 10.6.1.83 4.2.2.3 DS Standard query A zavaretalies.com
128 354.322444 10.6.1.63 10.6.1.125 DS standard guery A werissimocafe.kz
130 355.325304 10.6.1.63 204.117.214.10 DS standard query A verissimocafe.kz
131 38A D230 10 A 1 AR 178 107 241 188 1L standard miary & vardissimnrata bz
>
0000 00 dO 68 0a 9d 83 00 03 ff &l ee bd 0B 00 45 00  ..hov.ss oue. E.
0010 00 4a 07 e8 00 00 BO 11 1b 4 0a 06 01 3F 0a 06 .Ji..uv. ouen. 7.
0020 01 7d 04 31 00 35 00 36 16 bl ¢2 &4 01 00 00 01 1.1.5.6
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N77am namd oy "7 DNS nwiza? (1ron nikn? |na 8o

1 CNC_FO80811756D9483E02077148576A1E39. peap - Wireshark
Fle Edt Wew Go Capture Analvee Statistics Help

e EEXRPEIQAe+T L |EEQQAAE | WEMK H
Eilter: |udp.dstport == 53 & licmp ¥ Expression... Clear Apply
Mo, - Time Source Destination Pratocol Irfa e
176 496,356877 10.6.1.63 128.107.241.185 DHS standard query A milfifezahog.org
177 497.383562 10.6.1.63 212.19.48.14 DNS Standard query A milfifezabog.org
178 468.375515 10.6.1.63 4.2.2.3 DHS standard guery A milfifezabog.org
181 502.384383 10.6.1.63 10.6.1.125 DS Standard query A milfifezahog.org
183 503.382781 10.6.1.63 204.117.214.10 DHS standard guery A milfifezabog.org
184 504.380811 10.6.1.63 128.107.241.185 DHS standard query A milfifezahog.org
185 505.369825 10.6.1.63 212.19.48.14 DHS standard guery A milfifezabog.org
186 506.396455 10.6.1.63 4.2.2.3 DHS standard query A milfifezahog.org
187 514.399846 10.6.1.63 10.6.1.125 DNS Standard query A milfifezabog.org
189 515.386155 10.6.1.63 204.117.214.10 DNS standard query A milfifezahog.orq  Autogenerated
190 516.386776 10.6.1.63 128.107.241.185 DS Standard query A milfifezahog.org dorgain
191 517.410226 10.6.1.63 212.19.48.14 DHS standard guery A milfifezabog.org
192 518.391725 10.6.1.63 4.2.2.3 DHS standard query A milfifezabog.org
AT 0 BALIESL S il e

o8 guery A b7znm

03 B.1.142 NS ! 4]
63 204,117, 214.10 DHS standard query A b7zrmwéskpsorjkp.org

195 565,4015%86 10.6.1.
196 566.408855 10.6.1.63 128.107.241.185 DNS Standard query A b7zrnmwéskpsorjkp.org
197 567.407007 10.6.1.63 212.19.48.14 DHS standard guery A b7znmwhskpsorjkp.org
198 568.410834 10.6.1.63 4.2.2.3 DS Standard query A b7znmwéskpsorjkp.org
201 572.42365%4 10.6.1.63 10.6.1.125 DHS standard guery A b7znmwaskpsorjkp.org
203 573.427533 10.6.1.63 204,117, 214.10 DHS standard query A b7zrmwéskpsorjkp.org
204 574.436354 10.6.1.63 128.107.241.185 DHS standard guery A b7znmwaskpsorjkp.org
205 575.436387 10.6.1.63 212.19.48.14 DHS standard query A b7zrmwéskpsorjkp.org
206 576.421798 10.6.1.863 4.2.2.3 DNS Standard query A b7zrnmwéskpsorjkp.org
207 584.421963 10.6.1.63 10.6.1.125 DHS standard guery A b7znmwhskpsorjkp.org
209 589.430776 10.6.1.63 204.117.214.10 DS Standard query A b7znmwéskpsorjkp.org
210 586.435256 10.6.1.63 128.107.241.185 DHS standard guery A b7znmwaskpsorjkp.org
211 587.434730 10.6.1.63 212.19.48.14 DHS standard query A b7zrmwéskpsorjkp.org
212 588.428871 10.6.1.63 4.2.2.3 DHS standard guery A b7znmwaskpsorjkp.org
215 834.430220 10.6.1.63 10.6.1.125 DHS standard query A b7zrmwéskpsorjkp.org
217 635.440963 10.6.1.863 204.117.214.10 DNS Standard query A b7zrnmwéskpsorjkp.org
218 536.458191 10.6.1.63 128.107.241.185 DHS standard guery A b7znmwhskpsorjkp.org
219 837.445915% 10.6.1.63 212.19.48.14 DS Standard query A b7znmwéskpsorjkp.org
220 B38.457509 10.6.1.63 4.2.2.3 DHS standard guery A b7znmwaskpsorjkp.org
223 842.444681 10.6.1.63 10.6.1.125 DHS standard query A b7zrmwéskpsorjkp.org
225 B43.449335 10.6.1.63 204.117.214.10 DHS standard guery A b7znmwaskpsorjkp.org
226 844.455526 10.6.1.63 128.107.241.185 DHS standard query A b7zrmwéskpsorjkp.org
227 645.454770 10.6.1.863 212.19.48.14 DNS Standard query A b7zrnmwéskpsorjkp.org
228 646.453725 10.6.1.63 4.2.2.3 DNS Standard auery A b7znmwéskpsorikp.oro |
b4

0000 00 d0 68 0a 9d 83 00 03 ff el ee b4 O 00 45 00 .. heeevs vuensn E.

0010 00 4d 08 3¢ 00 00 80 11 1b 5d 0a 06 01 3f 0a 06 M.<i.u. .uun. 74

0070 01 7d 04 3100 35 00 I 05 Ac o7 Ba 01 00 00 01 L LT R
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] OEGEBTBI0TDIBI040444C44EE7420613  JCAGBTESB2B4C1BCCOOE/EISTAICAB44. peap - Wireshark
File Edt Wew Go Captue Analyze  Statistics Help

o a g BEAXZEIQA¢e»aTL|EE QAQAH d¥B% B
Filter: | http & tep ¥ Expression.., Clear Apply
Mo, - Time Source Destination Protacol Info
Lefh 103, 340930 109, 234, LU, 191 L193.¢.233. 240 HIE Ll ;prug:;]uxkl;dqmzndnd PHP HETR L L
130 163, 571612 195.2.253.246 169.254.100.141 HTTF HTTR/1.1 1
138 168.180555 1A5.254.100.141 165.2.253.246 HTTF
176 174.162033 195.2.253.246 169.254.100.141 HTTR
183 188.183104 169.254.100.141 165.2.253. 246 HTTR
185 188. 741570 195.2.253.246 169.254.100.141 HTTR
153 191.923727 169.254.100.141 165.2.253. 246 HTTR i 5
1595 192, 384837 195.2.253.246 165.254.100.141 HTTR HTTR/1.1 200 OK (text/htm])
204 200,737594 169.254,100,141 1595,2.253.246 HTTR GET /progs/jokk]/cclmmmzmna HTTR/L.1
214 201647956 165.2.253.246 166.254.100.141 HTTR HTTR/L.1 200 oK (text/plain]
236 357.367985 169.234.100,141 185,2.253.246 HTTF GET /progs/jokk]/hhrrre, php?adv=advd 70&codel=HRL0&Co:
238 357 974913 155.2. 253 246 169 254 100,141 HTTP HTTR/1.1 200 Ok
253 417, 863503 166, 254,100,141 72,2132, 138 HTTP COontinuation or non-HTTR traftic

255 413, 123111 72,21, 32 138 169 254 100.141 HTTF

Continuation or non-HTTP traffic
256 413,145165 72.21.32.138 169, 254,100,141 HTTR continuation or non-HTTP traffic Ozdok
272 438, 501338 1659,254.100,141 195,2,253, 246 HTTP ET./unig. php71d 1812198572&p 1 HFTPALLL
274 435, 189870 195,.2.253.246 166,254.100.141 HTTP HTTR/T.
287 447.314797 165.254.100.141 185.2.253. 248 HTTP GET /bbSUpEFO php HTTP/1.1
456 455, 514357 165,2.253.248 165,.254.100.141 HTTP HTTR/L.1 200 oK (rext/html)
470 486, 765151 169,254.100.141 185.2.253. 248 HTTP GET /bhsuperl.php HTTP/L.1
497 489, 036581 155.2.253. 248 165.254.100.141 HTTP HTTR/L.1 200 oK (rext/html)
513 SA% 441330 TR0 754 AN 147 77 737 AN 170 HTTR GET feddiine nhn?dd=gvar=nzi HTTRA 1

# Frame 253 (96 bytes on wire, 96 bytes captured)

# Ethernet II, src: 42:54:11:10:FF:0c (42:54:11:11:FF:0c), Dst: 00:ffilh:2c:21:3d (00:ffilb:2c:2l:3d)

® Internet Protocol, src: 169.254.100.141 (169,254.100.141), Dst: 72.21.32.138 (72.21.32.138)

# Transmission Control Protocol, Src Port: startron (1057), Dst Port: http (80D, Seq: 1, Ack: 1, Len: 42
1 Hypertext Transfer Protocol

0000 00 ff 1h 2c 21 3d42 54 1111 ff 0c 0B 00 45 00 ..., !'=BT ...... E.
00L0 00 52 00 1 40 00 80 06 82 Ba ab fe 64 Bd 4815 .R..E.. ... dH,
0020 20 8a 04 21 00 50 62 he Ze bh fh a% 4e c0 30 18 N A TR

0030 44 7005 3F 00 00 00 05 ob d 37 7F 11 0L b9 &5 Dp.7u... ..7....
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DN standard guery A majzufaiug.info
DNS Iookup attempts DNS standard guery response, No such name
DhS standard guery A galilechoots.info
DhS Standard guery response, No such name
standard gquery PTR .Tn-addr. arpa
DhS Standard guery response PTR
DhS Standard guery PTR in-addr. arpa
DHS Standard guery respanse, Mo such name
: DN Standard guery FTR .in-addr. arpa
Successful IP Address resolution DhS Standard guery response, No such name
DHS Standard guery A majzufaiug.info
tandard guery response, No such
Non-standard HTTP DS AT e A 000 CaT EL0 0
. DN standard guery respd
traffic in port 80 TCP kinsk » http [Svn] sem=0 0 MS5=1460
DNS standard guery PTR . n-addr. arpa
72.21.32.138 P kig =l in=5840 Lan=0 ms

as ttp [ACK] 1 W=
CTNUATTON oF non-HTTP Trafttic

fuery response PTR
iosk [ACK] Seq=l Ack=43 win=5840
nt Continuation
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Alternate Data Stream 3.3.3

,Windows Ni>ayna n't>nn 0'¥apn N>wn X' ,NTFS D'¥aj70 N2IYN1 12T UKD
2P D TAIN 7WUNT D yalpn YW nnron ' 7y 0rap ynn? 1¥on "nyTi nusnn ndvn
DI Namn '¥ap on gif 'vap ,n7von '¥ajp DN exe

NN2NN 7Y MY 027N NDIYN 7V D'00IANN DAYNN NINSY IX ,Macintosh 'awnna

XY yTNN IT NU'WA ,NI¥PA .0"YY7 771NN N7 YT ,Macintosh Hierarchal File System (HFS)
Resource X710 NITX2 W1 Meta-Data-n Tiya Data Fork X110 Y2aIj72 TR ITXA e
.Fork

N>wn? Microsoft n1an no'oin ,0n'11 "WpEn?" 1721 Windows-I Macintosh awnnw 12
N7 '0I7N7 DNT XIN IT'PONY LAlternate Data Stream D'¥2p 112V V' TAN7? NNWORN DR NTFS
D'NNOAN N''7'AP 2P TNIT AVIT NNWOR K7 X'N IT NNWOK .Resource Fork-n 1w
DMITTN 0'9PINN NU7'NR 212 AYIT V7NN XN X ,Windows 7w D'wnnwnnl

NXN1 N2 N'M1901 NVIYD NFOX DY NNANN XK' IT NU'WA 2ITTN YIN'YN ¢ *T'AN DI'RN
nNTRIM YT RYT 19R DR 7w DI'R NI7A7 'awa ,nwyn? yalzn IR RN X7 ADS Dy Yalp
.(Lads - NnaIT?) NTNI'M NN IX W

NI719Y D NN N'MID0 NIXIINM X7 NITIRON D KTH? W' LADS DY YaIp 11X ,nnaTnn DW?
NIX7nm K7 019X DITIRD NN DNT NN V7 W' Y97 1DIKA NIDYwN 27 nirnt
D'RNN "DV Y K77 D'WINY

JITIPON NR 0'XMN 1K N2l ,test DU NS0 NN 'D N IT NNaTN]
1) C:\test>echo "ADS" > test.txt:hidden.txt

JIYD 'OI7NYT 77 yalp XN [ Test.txt ,[IWRIN D'YIR QW QWYNT7 X IT TR Dxn T Y
72w Explorer-n 77T n'®0n 7y '7DN01 DX .ADS VO{7UN NX 7NV ,hidden.txt bwa yaip

DX X7X INIXK DX X7 ,nwynY .hidden.txt yalpn NX NX11 X7 ,dir nwya '917'n7 IX ,Windows
.N7uN7 AININND ,NN'KNN NDINA YIN'Y YY) |D

2) C:\test>lads

LADS - Freeware version 3.21

(C) Copyright 1998-2003 Frank Heyne Software (http://www.heysoft.de)
This program lists files with alternate data streams (ADS)

Use LADS on your own risk!

Scanning directory C:\test\
size ADS in file

8 C:\test\test.txt:hidden.txt

8 bytes in 1 ADS listed


http://www.heysoft.de/en/software/lads.php
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17X NWA7 N1 17'981,0W 07NN] YaIn
3) C:\test>notepad test.txt:hidden.txt
17U IWRN DT WNwnn Yalzn DX 2INNY W' ,XaNMN yaipn DX pinn? o2

4) C:\test>del test.txt

YAy X71,NM90 X'N 'Y QYN NTIZ] QWKRD QX XANMN YalZn OX XN NIF MmN axn
5) C:\test> echo test> :hidden.txt

AN71> NTMID0N NN PINNYT 1217V ,XaNIn yalzn DX 2InnY N¥7) DX ,NYD

NIN NIWYT7 1YY 75 Ap'Nnn 200N A 2017 XANMN Yapn D XTI7 ax* 2077 Q1IN oX
.N7U9NN N2IWN NPNIM N™MY N'MNMD0N RN 1YW IYRD NTZIYWD INIK XY

M2 AT JN0N XMW 1921 12T 727 NXIN YAl A KANIMN YaIEn D nyhan DIY 'R ,91017
.071Y2 WIN'wa NRYNIN NL'WA

nijz'vorvvol nMvon 4.3

ni7'von nnnn 1.4.3

DY "IX'NVL 010 N¥ON NIy¥nxa ,2007 miw 102 nnxy NNa7 n7nn Mega-D nwn
2w D ,n7w Mpan N wN MY N7 NN L RWR? vt nimo arnw ,0zdok
,2008 miw 1Y .McColo nwn — NnT191 NYNA INOXNN ,NINNXR NI Botnet ninwn
,1'OAAID , NIDITA NIDSNN NN NN'RY? TINA NN 1w antn nwl McColo nwn
.D"IN'NV D'0107 M2 NVYY MY MK NIMITT NIDIN

ny'wo? McColo nwn 2 pnwpn 7w 'R NoN DX NIXKYY NI ARAN MIiNN2
:NM71Ivn n'oMayn
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208.66.195.172
[ 208.72.168.144
_/ 208.72.169.110
208.72.169.2
\208.72.168.85

Ambien-plus.com Canadianpharmacycorpl.com > Srizbi
Canadianpharmacycorp10.com Canadianpharmacycorp2.com

Canadianpharmacycorp3.com Canadianpharmacycorp4.com [
Canadianpharmacycorp5.com Canadianpharmacycorp6.com

Canadianpharmacycorp7.com Canadianpharmacycorp8.com [ "\ 208.72.169.212
Canadianpharmacycorp9.com Onlinepharmacysolutions-a.com | T ——————T
Onlinepharmacysolutions-b.com Onlinepharmacysolutions-c.com /,M
Onlinepharmacysolutions-d.com Rxclubdiscount.net Rxclubdiscount.org ‘ I [ 208.72.169.55
Valium-plus.com Xanax-plus.com 5-easysteps.com Ambienplus.com 2 Rus é"
Onlinepharmacyltd-a.com Onlinepharmacyltd-c.com ‘,«/ ‘NM
Onlinepharmacyltd-n.com Onlinepharmacyltd-q.com . | \_= 208.66.194.14
Onlinepharmacyltd-x.com Onlinepharmacyltd-y.com ‘M\ | 208.69.32.132
Onlinepharmacyltd-z.com Rx-club.biz Rxclub.biz Rxdiscountcenter.biz ; \ Botnet Controllers | M“;o
Valiumplus.com Vanebol.com Cam2girl.net My-support-area.com [ 208.66.194.232
My-support-central.com My-support-city.com My-support-clients.com | [ ’ fF 208.66.194.240
My-support-home.com My-support-house.com My-support-manager.com | o [ | “/__d—
My-support-page.com My-support-pharmacy.com My-support-place.com \& McColo, AS26780 / n\ = Pushdo/Cutwail 208.66.195.15
My-support-system.com My-support-ticket.com POllko.com etaaaas S
High-quality-viagra.com Online-pills-shop.com Belovedpills.com \ ::, 208.66.195.71
Choiceforonline.com Desiredmeds.com Easilygenerics.com | | ‘\
Easilymeds2.com Mybestdrug.com Openpills.com Pay4pills.com [ | o

/ I'\ = Warezov 208.72.169.2

Pills-pay.com Pills24.biz Rxmania.biz Rxmania.com Topqualitymeds.com

‘ | ray62 .tw
208.72.169.100 defendyourpc .com | ey

.
mycupupdate .com \ ". [ encodel .name

secureupdatecenter .com 2 ‘ \MM{ 4client .mobi
secureupdateserver .com | adiont
\_4client
webscannertools .com Rogue Security Software I xoadient.Jp
secureyourpayments .com ‘ GSpay.com (Pharmacy)
‘ ;
208.72.168.84 | Avalonpay.com
ietoolsupdate .com = \ Pharmacy Payment Sites |~
iexplorefile .com \_Pills-pay.com
|
\_Payé4pills.com

208.72.169.56 Control server for Torpig/Sinowal Rootkit/Keylogger '
' Responsible for stealing S00k bank, credit accounts = |
over 2.5 years '

|

Child Pornography Web sites “," Proxy/Anonymization Services )[:roxy.fraudcrew.com

\_ fastsox.biz

¥'ON 7Y MIYKRIN N'1'wy? n0121 Mega-D nwn nni?'wo? lwxin wTina 11D

X'U qP'n7 YA nYan NN N7'NN NK? 17271 naw 'xn . .0%1va 0'71Tan DR90N
n'awvnn 35,000 niyxnxa NXRT NNWY X'DEL,NM71VN DXO0N NMIAvNn 1INk 32% v
.TA72 0'win

nXNAN NI 7Y AR'wa nwn Awr ,Storm Net nnonisnn Dranitn nw L, nRIYNN DWY
N7Y X'UN Y202 N'RINK NN ,I0N DDA 'O 7V AT DAL YAl 791 0favnn 97x
.071y2 ox90N NMaynn 21%-> 7y "

MPIN .N'770 NIFNIN2 DA K7X ,N7W NU™MWN TINKA 1R O'R'Y DAY XY Mega-D
DTN ,D71V2 D'N7WIW DRD0 MAT |I'm 12.5 75 7y D nDMvn ;07071 v NnoaN
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¥ NINY D2NM A7 1901 .1$96.5 2w yxinn A N V¥ NS TRR

N 7072 X7 DA 2RI TINN (O DR Y7IR DT 190N .N7wIw DR90 IXIT 70 7y $0.0000077
ANIT MAT TR 1.5- nn%w Mega-D nwn ,nwan ni?we x'w ,2008 X' wTina
.$350,000 7w nin N9 ,nNNKX 0'7'M1 IX DM

Other

Type 1: Mega-D
109 ¥p 9

32%

Type 5: Storm

2%
\Type 2: Pushdo

6%
Type 4 \
5%
Type 3
23%

http://www.techradar.com/news/computing/spammers-get-1-response-to-12-500-000-emails- *
483381



http://www.techradar.com/news/computing/spammers-get-1-response-to-12-500-000-emails-483381
http://www.techradar.com/news/computing/spammers-get-1-response-to-12-500-000-emails-483381
http://www.techradar.com/news/computing/spammers-get-1-response-to-12-500-000-emails-483381
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n71ya Mega-D nivwonan 2.4.3

Mega-D/Ozdok Infections by Country

Other (22.07%)

Brazil (4.11%)
United States (14.52%)

France (1.49%)

United Kingdom (3.23%) T - [Germany (3.89%)
Ukraine (1.51%) | Hungary (1.63%)
India (2.53%)
Turkey (6.33%) T
Thailand (5.32%) Other {1.80%)
 Peru (1.51%)
Poland (6.32%)

Russian Federation (11.74%) - Romania (2.06%)
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N'INTA NIYYIRNANI ,NIYUXIN A71Tan a'7'oan 3.4.3

, VT NNLAXA PNAIL [INVA 912 190N 7W NONIWN NI?'Wo 1nxY7 ,2008 Nanana
.017V1'RN 22 72un McColo nwn nTIN

,NM7IYN VIVI'RN NIAYNN TINKD DXO0N NIIAYN 7712 DX NIXTYT [N NX2N NN

.McColo nwn n790 niapya nkaw n71man n'7'91n0 NN

EEETIrnET Threatscape Report
November 2008 Edition

65%

3§ 8

Detected Activity
&
®

Oct 21 Oct 25 Oct 20 MNow 02 Nov 06 MNov 10 Nov 14 MNov 18

—e— Global Spam Rale
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N'VONT NMIXA NT )7nnn nyoswin Mega-D nun

Mega-D Botnet

112 .N1TN2 NIMX7 N'72'NNN 727N IRIT NINDY NIRTTZ D' N X7 AT INKYT ,NRT DY
N790n D'YITIN D'NP7N DR TR, NIV NWTN Nw onxy? 1ix'? 10'7nn Mega-D

Qwnna ve' o ARYIND Ozdok? 1Yo 0aIwN N1ann nan 7y .McColo

2ITN7 NNIV2N T2 NN Mega-D nwn ,n7Iman n7'910 MNR NXAY NMwn 17nna
LNI7TAN NX9NN NINYA 'S 7Y 0712 DRO90N NPITN NX NRIN XA NINNN .AN2ITAY7
7w 0772 NUMWN ITINK DX DA ;NAIDIN DYDY O'XAIMN DN DX NP7 W'
790NN 0"VI7102X D1Y0Na ,Mega-D 7w nTizn X'winn qr 0*721ma Rustock nannnn

.McColo nwn 7w D900 NMIAYN N7ITA '"A'7 2N X7 17'9X

RUSTOCK B 35.3%
MEGA-D B 23.6%
DONBOT B6.5%

XARVESTER B 4,8%
PUSHDO B3.5%
GHEG B 3.2%
GRUM B 1.6%
OTHER SOURCES B21.5%
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FireEye mhan 1 2y Mega-D n'7on 4.4.3

QWA YT'N NNVIX NN2N DY9N X ,n72wnY N1Th T2 ANt Mega-D ,qimo

JIWN DR TN, T "Mavn DR NNR? nu'nn FireEye

0VINVI'RN NI'PO0 7D Dy W7 FireEye n1an Nyt ,inxy o1on 7y pmyn y7nn INXY
.0'MYN DX TIIN7 onn nwizal ,Mega-D 7w owiTn C&C-n 'Mw INIXNN 078X

M2 N0YY MY 72w [P niaumd 4 71 NRWI DNM9 WNKY

MY 7y 0NWNT NIMaTNAL NIFMO'YA n7nn FireEye nnan ,0'8an nfawa
,M721 NU™Y 7¥ NNT MY NINA7 NN2NT7 AWOKX DT A¥N 010N 7¥ NIjpanl nu™wN
NNENNN ' 7V 31,0100 NI7'WO 'OIXR 7V YT 7715 ,niN1% 21 y1n 727 7'nninYi

NrdY]

NN NP2 N0YY MY 9w nam nn'wn oy y'an Ozdok o1o 75 ,n7yn 1nNaw 19D
ANY 721,D'TTIA D'NY 190N 71 0Y7'V9 I'N 1IN YA 753w D 72V nonnon FireEye
,Mega-D 1 7w nniny Yoin nx Ny FireEye . 12%1 127 nwn'w nn'wnn
N9IPN DI'0 NXPZ7 DFTNIY NP NO™MY MY 7¢ D'MIYA D2'AIT 190N 5 NNn74al
D'0I0N NX )22 NPN'AI,D2"AITN X NNANN WO L17D'W Yadd .0n7W nwDIN

7¥ DMIvIn 0'7'v9 K70 D'MITN DX nwdN FireEye ,|pn WnX? .0n7w o'mwinn

.Mega-D nvn

NIN27 NIO171 'RAPXR DY X7 710 7NN 010N ,|INNXR V791D , 0TI 1AXKIY '9D ,|D IND
,MINDY? DRIPRN NINYAY NIFPIND DX 1An7 nn'7xn FireEye nianw yana MR

.ANTN MW7 DNIN nRLAT ,1770 D2'"ITA NN DA NNANN YWD
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2V nn7waw Spam-n nind 7y FireEye 7w nNTIQy 7w nyswnn NX NIKN7 N1 XD

.Mega-D nwn 2

Spam from Mega-D Botnet

1200

1000 A

goo 4

GO0 -

400 4

Volume Index (1/09=1000)

200 4

1] T T T T T T T T T
01m9 03aa 13m9 22109 2919 0gM0 13m0 2010 2ran 0311

Date

2y 1Ixw Mega-D nwn 7w orvTintn [P 0 mo0n 1227 0Riml nikd? [N Axan 9na
nirrTint IP niamd 1600 7 600 2 191 orr 75 Symantec '97 .Symantec '

.50-7 T 0T 190N 1anana 4n Wnx? .Mega-D nwa7 nnwimn

Mega-D Unique IP Addresse

Ehovig | B
THowlg | B
BHNowld [| &

a7
2 3 &8 8 B
R

BHov-0a | &
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.071y2 WNITA 720 TINK '9%7 Mega-Dn nwan AXITh NiMd NX NIKYYT [N AXAN 911a
n1'wyn v XIn Mega-Dn n7wiw 7a1n ANIT NiNd 12021 4-n ANK7Y NIRYY INA

.mY1yn IXRITN 770N TINKN

Mega-D Contribution to Spam

Bt
7.5%

4.3%

34%
28% "
| 1% [ 1%

0% 01%  =01% 0% <01%
3 8 8 & 3 & 3§ &g 8 8 8 3 3 3
AR A e e e

D12 nin'o 5.4.3

DAY TAN7 [N NVAYT .INT IX 910 "V K'N Mega-Dnwn N79n DX N7 *1On [Ty 017N
.NNIN DX 109N'W NNNX I'N' A1WUN X7 Mega-D nwn

DX90N NINWIN NNXR DX 7'9n7 nN'7xn FireEye 1M N0 NN DX — N7XWN N7RWI ,NRT DY
VYT 12D yT'N NNVAN D71V VTN NNVAKX 71V TN 1T N71V9 NNl X7 nn? ni7imn
,VeriSign ,0910N7'm 12> niNan 2009 1XIN291 ,XNAIT? — 0T 2101 NI'RARNN 7Y NIN7xN
D{7'91PN NY2IN DX 7'907 T2 NN7¥N2 ITARNN NI TIvI Symantec ,AOL

ANT IR AN NRVID IT NINARNN 72V WMWY 0T 'K DRN
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DoAY

http://blog.fireeye.com/research/2009/11/killing-the-beastpart-4.html

http://www.symantec.com/connect/blogs/mega-d-aka-ozdok-crippled

http://www.secureworks.com/research/threats/ozdok/?threat=o0zdok

http://www.m86security.com/TRACE/traceitem.asp?article=510

http://tools.cisco.com/security/center/viewAlert.x?alertld=18233

http://www.spamfighter.com/News-9799-New-Mega-D-botnet-supersedes-Storm.htm

http://www.m86security.com/trace/traceitem.asp?article=1161

http://www.symantec.com/security response/writeup.jsp?docid=2008-021215-0628-
99&tabid=2

http://blogs.msdn.com/tzink/archive/2009/11/13/fireeye-knocks-mega-d-offline.aspx

http://www.m86security.com/trace/i/Botnets-show-signs-of-life,trace.820~.asp

http://blog.fireeye.com/research/2009/11/smashing-the-ozdok.html

http://www.zdnetasia.com/news/security/0,39044215,62037354,00.htm

http://www.securecomputing.net.au/News/102413,megad-botnet-stronger-than-storm-

promotes-male-sexual-pills.aspx

http://www.m86security.com/support/search/SiteSearch.asp

http://www.mxlogic.com/itsecurityblog/1/2008/11/The-Day-the-Botnet-Died.cfm

http://www.avertlabs.com/research/blog/?cat=3

http://vil.nai.com/images/message.jpg

http://www.securecomputing.net.au/Feature/103968,superbotnets-megad-vs-storm-an-

indepth-look.aspx

http://www.windowsecurity.com/articles/Alternate Data Streams.html

http://www.m86security.com/trace/i/Mega-D-Spam-Returns,trace.571~.asp

http://billmullins.wordpress.com/2009/11/13/the-mega-d-botnet-bites-the-dust-sort-of/
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http://arstechnica.com/security/news/2008/12/mega-d-botnet-flexes-muscle-after-isp-

takedowns.ars

http://www.pclnews.com/news/0298/herbalking-uses-mega-d-botnet-to-spam-

millions.html


http://arstechnica.com/security/news/2008/12/mega-d-botnet-flexes-muscle-after-isp-takedowns.ars
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